


Privacy Notice for the Lights-Out F1 Promotion

1. Introduction
This Privacy Notice explains how Allwyn Management Services AG, a company incorporated in Switzerland (number CHE-321.400.909) whose registered office is at Mühlenplatz 9, 6004 Lucerne, Switzerland (“Promoter” or “Controller”) collects, uses and discloses personal data in connection with the in-person Lights-Out F1 reaction-time promotion (the “Promotion”).
Please read this Privacy Notice alongside the Allwyn Promotion Terms & Conditions and any event-specific information provided at the venue.
2. What personal data do we collect and why?
When you take part in the Promotion, we collect or generate the following personal data:
· First name and last name: to register you, personalise the challenge screen and identify your score on the daily leaderboard.
· Mobile telephone number: collected so we can contact you by text message if you win a prize. It will not be shown on the challenge screen or leaderboard.
· Age eligibility confirmation: a verbal confirmation that you are aged 18 or over, to confirm that you meet the eligibility criteria. We do not collect your full date of birth for this purpose.
· Game and score data: the date and time of your attempt, reaction times for up to three attempts, any false starts, your best reaction time, your leaderboard position and whether you have won a prize, to operate the game, calculate rankings and administer prizes.
· Winner fulfilment details: any additional information needed to arrange prize collection, such as the agreed collection time.
· When you use the registration site, the platform uses a strictly necessary session cookie called ci_session to maintain your registration session. The cookie does not contain information that directly identifies you, is protected using HttpOnly and Secure settings, and expires when you close your browser. We do not use tracking, advertising or analytics cookies. Limited system information, such as timestamps, system identifiers and diagnostic or security logs, may also be generated where necessary to operate, secure and troubleshoot the registration platform.

We collect registration and eligibility information directly from you through the registration tablet and verbal age check. Game, score and ranking information is generated by the challenge technology as you play. If you do not provide the required information, you will not be able to take part or, if you win, receive your prize.

Public display of your name and score
Your first name and last initial, best reaction time and leaderboard position will be displayed on screens at the event and may be visible to other participants and visitors. The leaderboard may remain visible when no one is playing. Your mobile telephone number and any prize-collection details will not be displayed.

Scoring and winner selection
The challenge technology measures your reaction times, records any false starts, selects the best of your permitted attempts and calculates your leaderboard position. Winners are determined using the prize mechanic set out in the Promotion Terms & Conditions. If you win, an authorised member of the event team will contact you by text message at the end of the relevant day to arrange prize collection. Staff may verify the result before confirming a prize.

Event photography
Photographs and videos may be taken during the event to document the activation, report on the event internally and promote Allwyn’s activities through our corporate communications, websites and social media channels. General event and crowd photography is carried out on the basis of our legitimate interests in documenting and promoting the event.

We will display notices where photography is taking place. If you do not wish to be photographed, please speak to a member of the event team or the photographer, and we will take reasonable steps to avoid including you in identifiable photographs.
Where we ask you to pose for an individual or close-up photograph intended for promotional or marketing use, we will ask for your consent before taking or using the photograph. Participation in photography is optional and will not affect your ability to take part in the Vault Promotion.


Lawful basis: We process personal data where necessary to perform the Promotion Terms & Conditions, including registering your entry, operating the challenge, calculating scores and rankings, and awarding prizes. We also rely on our legitimate interests in running the event effectively, administering and enforcing the participation rules, displaying a limited leaderboard, resolving queries, maintaining an audit trail and evaluating the Promotion. We do not use your mobile number for direct marketing as part of the Promotion.
Where we take general photographs or videos of the event, including crowd and atmosphere shots, we rely on our legitimate interests in documenting the activation, reporting on it internally and promoting Allwyn’s activities, provided that those interests are not overridden by your rights and interests. 
Where we ask you to pose for an individual or close-up photograph intended for promotional or marketing use, we will ask for your consent.
3. Who do we share your data with?
Your registration, score and contact details are accessible only to authorised personnel and service providers involved in operating the Promotion and fulfilling prizes. We may share personal data with:
· Our event activation agency and authorised brand ambassadors, to register participants, operate the challenge, manage the leaderboard and contact winners.
· External service providers acting on our instructions, including:
· Event technology provider that supply or support the registration tablet, reaction-time game, leaderboard and related systems.
· Company hosting the registration and leaderboard.
· Prize fulfilment or venue partners, where necessary to arrange prize collection or delivery.
· Event photography and production providers that may take and process photographs or videos on our behalf for internal reporting, corporate communications or promotional purposes.
· Social media platforms, where pictures and videos are embedded or uploaded to the identified social media pages. The personal data may also be processed by the social media platforms. In this case, we and the respective platform are joint controllers. For more information about data processing carried out by the platforms, please refer to the following links:  
Instagram: https://www.facebook.com/help/instagram/155833707900388   
LinkedIn: https://www.linkedin.com/legal/privacy-policy 
YouTube: https://policies.google.com/privacy    

Some of our service providers may process or access personal data from countries outside the UK, European Economic Area or Switzerland. Where this involves an international transfer of personal data, we ensure that the transfer is made in accordance with applicable data protection law and that an appropriate transfer mechanism is in place. This includes relying on an adequacy decision or using approved contractual safeguards, such as the European Commission’s Standard Contractual Clauses or the relevant UK transfer safeguards.

4. How long do we retain your data?
· Participant registration, eligibility and score data:  deleted automatically 30 days after the Promotion closes, including from backups.
· Leaderboard data: displayed during the event and removed from public display at the end of the relevant event day or Promotion. 
· Winner contact and prize-collection records: retained for up to  30 days after prize fulfilment for audit, complaint and legal purposes, then deleted.
· Photographs and/or  videos:  Photographs and/or videos taken separately by us or our event photography providers for internal reporting, corporate communications or promotional purposes will be retained for up to 24 months after the event and then deleted, unless a shorter period applies. Where the processing is based on your consent, you may withdraw your consent at any time, with effect for the future, by emailing privacy@allwyn.com. 
· Technical and security logs:  the strictly necessary session cookie used by the registration site expires when you close your browser. Any limited technical or security logs generated by the registration platform will be retained for up to 30 days after the Promotion closes, including in backups, and then deleted, unless they are required for longer to investigate a specific security incident or legal claim.
5. Your rights
Where applicable, you may have certain rights in relation to the processing of your personal data, subject to applicable prerequisites and exceptions, and these are summarised below in the table: 
	Rights 
	What does it mean? 

	The right to be informed 
	It enables you to be provided with clear and transparent information about how we use your information as outlined in this privacy notice.

	The right of access 
	It enables you to obtain access to your information (if we’re processing it), and certain other information (similar to that provided in this privacy notice).

	The right to rectification 
	It enables you to have your information corrected if identified as inaccurate or incomplete.

	The right to erasure 
	It enables you to request the deletion or removal of your information where, for example, there is no compelling reason for us to keep using it.

	The right to object to processing 
	It enables you to object to certain types of processing, including processing based on our legitimate interests. Please note that we may demonstrate that we have legitimate grounds to process your information which may override your right.

	The right to restriction of processing
	It enables you to request the restriction of the processing of your information in specific cases, for example, when you are challenging the accuracy of the information.

	The right to data portability
	It enables you to receive your information in a structured, commonly used, and machine-readable format and to share it with a third party.

	The right to lodge a complaint in relation to data protection matters 
	You can lodge a complaint to the data protection supervisory authority in your country. The complaint can also be lodged with the supervisory authority of the EU country or UK in which you have your habitual residence or work, or with the supervisory authority of the place where the alleged infringement took place.
A full list of data protection authorities in the EU is available here: https://www.edpb.europa.eu/about-edpb/about-edpb/members_en
The ICO in the UK can be contacted here:  https://ico.org.uk/global/contact-us/ 
However, if you have any concerns, we encourage that you raise them with us first so we can try to resolve them amicably, by contacting us at privacy@allwyn.com. 

	The right to withdraw consent  
	Where processing is based on consent, you have the right to withdraw your consent at any time, with effect for the future.  



You may exercise any of the aforementioned rights by submitting a written request to Allwyn to privacy@allwyn.com. You may expect a reply to such a request within one (1) month following receipt. This period may be extended by two (2) additional months, if the complexity of your request or the overall number of requests received requires so. 
6. Contact Us
Should you require any further information on the processing of your personal data or have any queries with respect to your rights, please contact us at privacy@allwyn.com. 
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